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1 Introduccion

Esta guia presenta las caracteristicas del router Broadband Zyxel NU-GRN8. Este router se
utilizara para dar acceso a Internet a una LAN de cliente.

2 Caracteristicas del router Zyxel NU-GRNS

2.1 Funcionalidades y especificaciones técnicas:

En la siguiente tabla se indican las especificaciones técnicas del equipo:

Categoria

Funcionalidad

Comentarios

Wireless Access
Point

MAC address Access Control

Hidden SSID

WEP - WPA / PSK - WPA2 / PSK

Wireless client list

64/128-bit WEP encryption

Backward compatible with IEEEB02.11b

IEEEB02.11g/n/ac

EN60950 / 55022 / 301489-17 / 300328-2

No homologado

1-port 10/100/1000 Base-TX Switch, RJ-45 connector

Quick start wizard for internet access

DHCP client for cable service

WAN Static IP address assignment for fixed IP networks
PPPoE client No homologado
PPTP support No homologado
QoS Default marking & re-marking, queues, classification.
NAT/PAT (dmz host, Port Redirection, Open ports)
Firewall Flexible URL content filtering No homologado
Selectable DoS/DdoS protection No homologado
SPI (Stateful Packet Inspection) No homologado
VPN VPN passthrough (Ipsec, PPTP)
Web-based user
Logging via syslog
Network Diagnostic Function
Management Internet Command line Interface (Telnet)

Telnet Remote Access /FTP Remote access

Support Built-in

No homologado

Network Features

DHCP client/relay/server

DHCP Relay no
homologado

Dynamic DNS

No homologado

SNTP client

Call scheduling

No homologado

DNS cache/proxy

No homologado
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2.2 LED y puertos

En la parte frontal el router dispone de una serie de LED que informan sobre su estado. Son
los mostrados en la siguiente figura:

o b > A Sl A
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Indicator | Color | Status Description

& The device is powered on and the device
Green operates normally.
POWER Off The device is powered off.
Red On The device is initiating.

Blinking | The software is upgrading.
Internet is synchronized successfully in the route

On
mode.
INTERMET e Blinking | Internet data is being transmitted.
Off Ethernet interface is disconnected.
Red On Authentication is failed.
On WAN connection succeeds.

WAN Green | Blinking |Data is being transmitted in the WAN.
Off No WAN connection.
On The Ethernet interface is connected.

Data is being transmitted through the Ethernet

LAN 1~4 | Green | Blinking |,
interface.

Off The Ethernet interface is disconnected.
Oon WLAN 2.4GHz radio on.
2.4GHz Green | Blinking | WLAN 2 4GHz radio transfer active.

Off WLAN 2.4GHz radio off.
On WLAN 5GHz radio on.

11AC Green | Blinking | WLAN 5GHz radio transfer active.
Off WLAN 5GHz radio off.
Connection succeeds under Wi-Fi Protected

O
: Setup.
WPS Green gy Negotiation is in progress under Wi-Fi Protected
Blinking Setup

Off Wi-Fi Protected Setup is disabled.

on USB port, for connecting 3G data card or other
USE1 — USB storage devices.

usez Blinking | Data is being transmitted.

Off No signal is detected.
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En la parte posterior y lateral el router dispone de los siguientes puertos y botones:

Panel trasero

Fanel lateral

Interface Description

RJ-45 interface, for connecting the router to a8 PC or another
LAN 1-4 | network device. The LAN interfaces support 10/100/1000 Mbps
self-adaptive.

RJ45 WAN interface, for connecting WAN or the uplink network

WAN :
devices.

Reset Press the button for at least 1 second and then release it. System
restores the factory default settings.

USB2 USB interface, for connecting the 3G network card or other USB
storage devices.

Power Power interface, for connecting the power adapter.

2AGHz WLAM switch, for enabling or disabling 2.4GHz WLAN function.

11AC WLAN switch, for enabling or disabling the 5GHz WLAN function.

USB1 USB interface, for connecting the 3G network card or other USB

storage devices.
On/Off Power switch.
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3 Configuracion basica

A continuacion se describe la configuracion que trae de fabrica el equipo y los pasos
necesarios para configurar el router y permitir que se acceda a él de forma remota desde el
CPO.

Tras conectarnos al interfaz ethernet del equipo, si tenemos DHCP habilitado en el PC, el
router nos habra asignado una direccion desde la que podremos acceder a la URL
http://192.168.1.1:6980 usando un navegador. Aqui se nos pedird un usuario y una
contrasena que, por defecto, son admin y la contrasena Reable (para entrar en modo

administrador.
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Configuracion del equipo seg(n servicio

3.1 Configuracion servicio de acceso a Internet con NAT

Los servicios de acceso a Internet ofrecidos habitualmente proporcionan una direccion IP
pablica para asignar al router. Con este esquema, el router debe realizar NAT, es decir,
traducir las direcciones IP privadas de los puestos de la LAN de cliente a la direccién pablica
para permitir su acceso a Internet. Este es el servicio tipico y para el que se detalla la
configuracién a realizar:

3.1.1 Configuracion de la WAN

Para configurar este tipo de acceso habremos de desplazarnos al mend “Advanced
Setup”™"Wan service” y hacer clic en el boton “Add” para crear la conexion.

Devi wide Area Network (WAN) Service Setup

Advanced Setup

- Choose Add, Remove or Edit to configure 3 WA service over 3 selected interface.
Dperation Mode

IInmh(e | Description | Type |vlansump | VianMuxId IIgmp INAT | Firewall | 1Pvd IIFVB | Mid | Remove IEdil |
3G Wan Service

LAN
NAT e
Security

Remoe

Seleccionaremos (es la Gnica opcion disponible) el interfaz “eth4” y pulsamos el boton de
“Next”

Device Info WAN Service Interface Configuration

Advanced Setup
Operation Mode
WAN Service
3G Wan Service

Select a layer Z interface for this service

Mote: For ATM interface, the descriptor string is (portId_vpi_vei)
Uhere partld=0 --= DSL Latency PATHO

LAN portld=1--= DSL Latency PATHL
NAT portld=4 --= DSL Latency PATHOZ1
Security lawe =0 -~ Law PTH Priarity nok set

lew =1 - Law PTH Priarity set
Parental Control high =0 --= High PTM Priority nct set
Quality of Service high =1 --= High FTM Priarity set
Routing

DNS cthdfethd v
UPnP

DNS Prouy v v
Print Server == =

Storage Service

Marcaremos la opcion de “IP over Ethernet” y pulsamos el boton “Next”
En la siguiente pantalla marcaremos la opcion de obtener direccion IP automaticamente, la

cual serd proporcionada por el cablemédem al que estemos conectados y pulsaremos el
botén NEXT.
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PANuCom

Drevice Info WAN IP Settings
Advanced Setup
Erter inforrmation provided to wau by your ISP ko configure the WAk IP settings.

Operativuilois Maotice: IF 'Obtain an IP address automatically' is chosen, DHCP will be enabled for PYC in IPoE mode.

WAN Service I 'Wse the Following Static IPvd/TPwE address' is chosen, enter the WA IPv4TPvE address, subnet mask fprefi Length and interface gakeway,
3G Wan Service

LAN 1#]  Enable IPv4 for this service

NAT

Security ®) Obtain an IP address automatically

Parental Control Option B0 Yendar I0: L

Quality of Service Oplion &1 TATD: % hewadecimal digits)

Routing Option 61 DUID: | [hexadecimal digit)

L Option 125: ® Disable Enable

uPnP

Use the Following Static IP address:
WA TP Address:

WIAMN Subret Mack:

DNS Proxy
Print Server

Storage Service

DLNA AN gateway IP Address:

Interface Grouping Primary DMS server:

IP Tunnel Secondary DMS server:

Certificate

Multicast || Enable IPwE for this service

Packet Acceleration 1 -
Wireless | Back | _Neil
Diagnostics

En la siguiente pantalla habilitaremos NAT vy Firewall y pulsaremos NEXT:

PANuCom

Device Info Network Address Translation Settings

Advanced Setup
Operation Mode Netwark Address Translation (MAT) allows you to share one Wide Area Mebwork(WAN) IP sddress for multiple computers on your Local Area Metwark (LAN).

WAN Service

36 Wan Service [#]  Emable MAT

LAN

NAT Enable Fullcone MaT
S ¥ Enable Firewall
Parental Control

Quality of Service
Routing IGMP Multicast
DNS

UPnP

DNS Proxy
Print Server
Storage Service I ;
Sora e
Interface Grouping
IP Tunnel
Covtificata

Enable IGMP Multicast

Finalmente pulsaremos Apply/Save y el equipo habra quedado configurado para su uso
detras de un cablemédem.
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PANuCom

Device Info WAN Setup - Sunimary

Advanced Setup

Operation Moda Make sure that the settings below match the settings provided by your ISP,
WAN Service

3G Wan Service

Connection Type: |Hot Applicable

LAN NAT: Enabled
NAT Full Cone NAT: Drizabled
Security Firewall: Enabled

Earental Cantecl IGMP Multicast: | Disabled

Quality of Service

Routing Quality OF Service: | Disabled

DNS

UPnP

DNS Proxy
Print Server

Click 'Apply /Save' bo have this inkerface o be effective, Click 'Back' to make any modifications,
Back ||| Apply/Save |

3.1.2 Configuracion de la LAN (Advanced Setup > LAN):

En el caso de que queramos cambiar la configuracion de la LAN podremos hacerlo desde
“Advanced Setup” > “LAN”

Los valores de los campos “IP Address” e “Subnet Mask” deben modificarse de acuerdo con
las especificaciones de direccionamiento de la LAN del cliente. El resto de campos no es
necesario modificarlos.

Por defecto, el servidor DHCP esta activado, aunque lo habitual sera desactivar el servicio
seleccionando la opcién “Disable DHCP Server”. Si el cliente desea que se deje activado, se
debe seleccionar la opcién “Enable DHCP Server”. Una vez hayamos realizado la
configuracion es conveniente pulsar el boton “Apply/Save” para que la misma surta efecto
en el router.
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Device Info
Advanced Setup
Dperation Mode
WANM Service
3G Wan Service
LAMN
IPvE Autaconfig
MNAT
Security
Parental Control
Quality of Service
Routing
DNE
uPnpP
DNS Proxy
Print Server
Storage Service
DLNA
Interface Grouping
IP Tunnel
Certificate
Multicast
Packet Acceleration
Wireless
Diagnostics
Management

IF Address:
Subnet Mask:

Enable IGMP Snooping

Dizable DHCP Server

® Enable DHCP Server

Local Area Network [LAN) Setup

132.168.0.1
ZECLZEE ZEE.0

Start IR Address: 192.168.0.2
End IP Addrass: 192,168.0.254
Primary DMNS server: 192.1658.0.1
Secondary DMS server:|0,0.0.0

Leazed Tirme (hour): 24
Static IP Lease List: (& maximum 32 entries can be configured)

Edit FMulti LA Edit DHZP Cplion DHCP Adwvance setup

MAC Address |IP Address IRemove |

Add Entries || Remowe Entries

Canfigure the second IF Address and Subrnet Mazk For LAM interface

Configura the Broadband Router TP Address and Subnet Mask For LaM interface, GroupMame | Default ¥

Apply/Save

Si se quiere que los equipos obtengan estos valores por DHCP, los servidores DNS de R se

pueden configurar desde “Advanced Setup” > “DNS”>"DNS Server”.

En caso de que queramos que el equipo adquiera los DNS automaticamente segin los

valores asighados por la conexion que hayamos configurado (ADSL Directo o Indirecto)

deberemos dejar activada la casilla “Select DNS Server Interface from available WAN

interfaces”

En caso de que quiera utilizar los DNS proporcionados por R (213.60.205.175 /

213.60.205.173 para zona norte 0 213.60.205.175 / 213.60.205.174 para zona sur)

deberemos especificarlos en la opcion “Use the following statics DNS IP address”
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Device Info
Advanced Setup
Operation Mode
WAN Service
3G Wan Service
LAM
MNAT

DMS Server Configuration

Selact DMS Server Intarface from available WA interfaces OF enter static DS server IP addresses for the systern, In ATM moc
riust be entered,

DNS Server Interfaces can have multiple WM interfaces served as system dns servers but only one will be used according t
connected, Priority order can be changed by remowing all and adding them back in again,

DSelect DMS Server Interface from available WAN interfaces:

Security .
Selected DME Server Interfaces Aovailable WA Interfaces
Parental Control
Quality of Service
Routing
DNS
DNS Server
Dynamic DNS ==
UPnP
DNS Proxy =
Print Server
Storage Service
DLMNA
Interface Grouping
IP Tunnel
Certificate ® Use the following Static DNS IP address:
Multicast
Packet Acceleration
Wireless Secondary DMS server:  |[21360,205,173

Primary DMS sarver: 212 .E0,205,175

Diagnostics

Management ToDD: IPWE #ekkeksbsokidek Colart the configured WiAM interface for IPwE DHS server information R enter the skatic IPwE DS
Mote that selecting a WaM interface For IPwE DHS serwer will enable DHCPwE Client an that interface,

Ohtain IPvE DS info from a WA interface:
AN Interface selected: NO CONFIGURED INTERFACE v

Usze the Following Static IPwE DMS address:
Primary IPvE DMS server:

Secondary IPvE DMS serwer:

ApplyiSave

IMPORTANTE.- Si hemos desactivado el servidor DHCP, debemos asignar al PC con el que
estamos accediendo al router, una IP de la red LAN que le hemos configurado.

3.1.3 Configuracion de la WLAN (Wireless LAN > General Settings):

El equipo permite la configuracion y funcionamiento simultaneo de red wireless en la banda
de 2,4Ghz y en la de 5 GHz.

En virtud de las necesidades del cliente el interfaz wireless podria estar desactivado por
completo, funcionar solo en 2,4, funcionar solo en 5 o funcionar en 2,4 y 5 simultGneamente.

1) Configuracion red wireless 2,4GHz

a) Primeramente en el apartado "Wireless”>"wl0”>"Basic” habilitaremos la red wireless
y seleccionaremos el pais en el que va a estar ubicada la red (en nuestro caso Spain)
y también especificaremos el nimero maximo de clientes WIFI que podremos
conectar a nuestra red. Asimismo también le asignaremos la SSID correspondiente
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segln las normas de R (normalmente R-wlan<canal seleccionado> y atendiendo al
canal que hayamos seleccionado mediante el software Netstumbler. Una vez hecho
esto pulsaremos el boton “Apply/Save”

Device Info
Advanced Setup
Wireless
wio
Basic
Security
MAL Filter
Wireless Bridge
Advanced
Station Info
wil
Criagnostics
Managenent

Wireless -- Basic

This page allows wou to configure basic features of the wireless LAM interface, You can enable or disable tl
restrict the channel set based on countey requirernents,
Click "apply/Save' ta configure the basic wireless aptions,

#|  Enable Wireless
Hide &ccess Paint
Clients Isalation
Crisable WM Advertise

Enable Wireless Multicast Forwarding (itFE]

2510 [E.-wlare] |
BSSID: ISR Had By s H
Counkey SPAIN v
Max Cliznts: |16
Wireless - Guest/ Yirtual Access Points:
Disable
Enabled $5ID Hidden [15013te | “yypgpy [Enable| Max Jpcorn
Clients - WMF |[Clients
Advertisa
Ercadcom 16 Mia
Eroadcams 16 M8
Ercadcomdd 16 MA
ApplyfSave

b) Una vez hecho esto y desde el mena “Wireless”>"wl0”>"Advanced”,
seleccionaremos el canal ("Channel”) que hayamos elegido con el software
Netstumbler para nuestra red wireless, asimismo también seleccionaremos el ancho
de banda de 20Mhz para la banda de 2,4Ghz y pulsaremos el boton “Apply/Save”.
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Device Info Wireless -- Advanced
Advanced Setup Thiz page allws you to configure adwanced Festures of the wireless LAM interface, You can select 3 particulsr channel on which o operste, force the transmiss
RTS threshaold, set the wakeup interval for clients in power-save made, sat the beacon interwal for the access paint, set ¥Press mode and set whether shart ar

Wirlele“ Click 'apply fSawe' to configure the adwanced wireless options,
wlo
Basic Eand: 24GHz ¥
Security —_—
MAC Filtar Channel: B b Current: 3 (interferance: acceptabla)
Wireless Bridge Auto Channel Timer(rnin o |
el 502 1nEWC: Autg v
Station Info
wil | Eandwidih: 20MHz in Both Bands ¥ |Current: 20MHz
DISguestics Control Sideband: Lower ¥ Current: M/A
Management
802,11 Rate: Auto ¥
802,11n Protection: of
Suppart 802.11n Client Only: off »
RIFS Advertisement: of w
0BS5S Co-Existance: Digable ¥
R Chain Power Save: Disable ¥ Power Save stabus Full Pawer
R¥ Chain Power Save Quiet Tirme: 10
R Chain Power Sawe PPS: 10
S4g Rate: 1Mbps ¥
Multicast Fate: Auta v
Biasic Rlate: Default v
Fragmentation Threshald: 236
RTS Threshaold: 2347
DTIM Interwval: 1
Beacon Interval: 100
Global Max Clients: 16
HPress Technaology: Disable *
Transmit Power: 100% ~
MM W-Fi Multiredia): Enabled
WINM Mo Scknowledgernent: Disabled ¥
WM APSD: Enabled
ﬁAppIy,JSa\te

¢) Para configurar la encriptacion deberemos hacerlo en las opciones disponibles a tal
efecto bajo el epigrafe “Wireless”>"wl0”>“Security”.
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La recomendacion es desactivar WPS vy utilizar siempre encriptado WPA2-PSK con
cifrado AESy para reforzar la seguridad de la red wifi del cliente tal y como se
muestra en la pantalla adjunta.

Device Info
Advanced Setup
Wireless
wlo
Basic
Sacurity
MAL: Filter
Wireless Bridge
Advanced
Station Info
wil
Diagnostics
Managenment

Wireless -- Security

This page allows vou bo configure security Features of the wireless LAMN interface,
You may setup configuration manually
R
through WiFi Protcted Setup(WwiPs)
Maote: WPSZ, Wrhen bath STA PIM and Authaorized MAC are ermply, PEC is used, IF Hide Access Paint enabled ar Mac Alke

WPS Setup

Enablz WPS Disabled *

Manual Setup AP

Yo can set the nebwork authentication method, selecting data encryplion,
spacify whether a netwark key is reguired bo authenticate o this wireless nebwork and specify the encryption strength,
Click "Apply fSave' when done,

Select 551D R-wianG ol
Mebwark Suthentication: YWWRAZ PSR v
WP A 8P passphitase: ELELLEED Click here to displa
WUES mroe Bl Tobargl: I
WP M P Encryption: AES v
WEP Encryption: | Disabled v |

ApplyfSave

En caso de que queramos verificar que hemos tecleado bien la WPA2-PSK
pulsaremos la opcion “Click here to display” y se nos mostrara la clave introducida
en una ventana pop-up de nuestro navegador.

2) Red wireless 5GHz

a) Primeramente en el apartado "Wireless”>"wl1”>"Basic” habilitaremos la red
wireless y seleccionaremos el pais en el que va a estar ubicada la red (en
nuestro caso Spain) y también especificaremos el nGmero maximo de clientes
WIFI que podremos conectar a nuestra red. Asimismo también le asignaremos la
SSID correspondiente segin las normas de R (normalmente R-wlan<canal
seleccionado>_5G. Una vez hecho esto pulsaremos el boton “Apply/Save”
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Device Info Wireless -- Basic

Advanced Setup
Thiz page allows wou to configure bazic Features of the wireless LAM interface, You can enable or dizable the

Mlineless restrict the channel set based on country requirements,
wlD Click 'apply fSave' to configure the basic wireless options.
wil

Basic #|  Enable wireless
Security
MAL Filter Hide Access Point
Wireless Bridge
Advanced Clients Isclation
Station Info
Diagnostics Drisable WikM Adwertise
Management

Erable Wiirelass Multicast Farwarding (WMF)

) (= R-wolamdd SG
ESSIC: 981 3 fli2aiB a0
Country SPAIN v

Max Clients: |16

Wireless - Guest!Yirtual Access Points:

Isolate Ciahls Enable| Max
Enabled 551D Hidden - WM A BSSID
Clients - WMF |Clients
Advertise
Eroadcoml 16 A
Eroadcomz 16 A
Eroadcoms 16 A
Apphy fSave

b) Una vez hecho esto y desde el mena “Wireless”>"wl1”>”Advanced”,
seleccionaremos el canal ("Channel”) que hayamos elegido con el software
Netstumbler para nuestra red wireless, asimismo también seleccionaremos el
ancho de banda de 40Mhz para la banda de 5Ghz (hay que tener en cuenta que
una vez seleccionado el ancho de banda de 40Mhz, solo estaran disponibles los
canales 36,44,52,60,100,108,116,124 y 132 por lo que hay que comprobar que el
dispositivo 5Ghz del cliente es capaz de conectarse a dichos canales) y
pulsaremos el boton “Apply/Save”.
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Device Info
Advanced Setup
Wireless
wio
wii
Basic
Security
MAL Filter
Wireless Bridge
Advanced
Station Info
Diagnostics

Management

Wireless -- Advanced

This page allws you ta configure advanced features of the wireless LAM interface, You can select a particular channel on which b
RTS threshald, sat the wakeup interval Far clients in power-save mode, set the beacon interval for the access point, set ¥Press rn
Click. "apply fSave' ta configure the advanced wireless opltions.

Eand: SGHz v
| Charrel: 44 T Current: 44
Aute Charnel Tirmer(min I |
202.11n/EwC: Auto T
| Bandwidth: 20MHz in 2.4G Band and 40MHz in G Band ¥ [Current: 40mHz |
Contral Sideband: | Lower v | Current! Lower
802,110 Rate: Auta T
802,110 Protection: of -
Support 202,110 Client Snly: Off -
RIFS Adwertisernent: of
OBSS Co-Existance: Disable *
R¥ Chain Power Save: Disahle v Powveer Sawe status:
R¥ Chain Power Save Cuuiet Time: 10
R¥ Chain Power Save PPS: n
£dg Rate: B Mbps ¥
Multicast Rate: Auto v
Basic Rate: Default v
Fragrnzntation Threshold: 2346
RTS Thrashald: 2347
DTIM Inberwal: 1
Eeacon Interval: 100
Glabal Max Clients: 16
WPress Technalogy: Disahle v
Regulatory Mode: Digabled *
Pre-Mebwork Radar Chech: ]
In-Metwork Radar Checl: ]
TRC Mitigation(db): Ofoffy *
Transmit Power: 100% v
UMM i-Fi Multimedia): Enabled »
WM Mo Acknowledgement: Disabled v
WM APSC: Enabled *
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c) Este router dispone también de posibilidad de utilizar WIFI AC en 5GHz, si

deseamos usar este modo deberemos seleccionar como “Bandwidth” 80Mhz tal

y como se muestra en la pantalla adjunta (el canal se pondra en modo “Auto”

por defecto y no podremos seleccionar uno especifico):

Device Info
Advanced Setup
Wireless
wlo
wll
Basic
Security
MAL Filter
Wireless Bridge
Advanced
Station Info
Diagnostics
Management

Wireless -- Advanced

This page allws you to configure sdvanced Festures of the wireless LAM interfacz, You can select a particular channel on which ta operate, force the transmissic
RTS threshold, set the wakeup interval Far clients in power-save mode, set the beacon interval For the access paint, set ¥Press made and set whether shart ar lc

Click 'Apply fSave' to configure the advanced wireless options.

Eand: aGHz v
Charinel: Auto ¥ Current; 138
Auto Channel Timer(min) 0
02 115 P ¥
Eanclwidth: 80MHz in 55 ¥ |Current: 40MHz
TSttt e TR
202,11n Rate: Auto ¥
202.11n Protection: of -
Suppart 802,110 Clent Only: Off v
RIFS Advertisermnent: off
OBSS Co-Existance: Digable ¥
¥ Chain Power Save: Disable Power Save status:
R Chain Power Save Quiet Time: 10
R Chain Power Save PPS: 10
54 Rate: G hbps ¥
Iulticast Rate: Auta v
Eusic Ruate: Default
Fragmentation Threzhald: EELS
RTS Threshold: 2347
DTIM Interval: 1
Beacon Interval: 100
Global Max Clierts: 16
#Press Technology: Disable ¥
Regulatory Made: Disabled ¥
Pre-Metwork, Radar Check: B0
In-Mebwork Radar Check: G0
TPC Mitigation(db): D[fo) ¥
Transmit Power: 100% v
WM Wi-Fi Multimedia): Enabled *
WM Mo Acknowledgement: Disabled v
WM APSD: Enabled -
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d) Para configurar la encriptacion deberemos hacerlo en las opciones disponibles a
tal efecto bajo el epigrafe “Wireless”>"wl1”>“Security”.

La recomendacion es desactivar WPS vy utilizar siempre encriptado WPA2-PSK con
cifrado AESy para reforzar la seguridad de la red wifi del cliente tal y como se

muestra en la pantalla adjunta.

Device Info
Advanced Setup
Wireless
wlD
wii
Basic
Security
MAL Filter
Wireless Bridge
Advanced
Station Info
Diagnostics

Management

Wireless -- Security

This page allows you to configure security Features of the wireless LAM interface,
You rmay setup configuration manually
2R,
through WiFi Protcted Setup(WPsS)
Maote: WPS2, When baoth ST& PIMN and Authorized MAC are emply, PEC is used, IF Hide

WPS Setup

Enable WPS Disabled *

Manual Setup AP

‘fou can set the nebwork, authentication method, selecting data encryplion,
specify whether a nebwork key is required to authenticate bo this wireless network and
Click "apply jSave' when done,

Select S510¢ F-wiandd 5G
Mebwork, Authentication: YWWRAZ -PSK ¥
wiPafnf APT passphrase: LLELLETD Click here ta displa
LT =T~ | y-Trbas L i} |
WP, APT Encryption: AES ¥

T
WEP Encryption: Dizabled ¥ |

Apply fSave

En caso de que queramos verificar que hemos tecleado bien la WPA2-PSK pulsaremos la
opcion “Click here to display” y se nos mostrara la clave infroducida en una ventana pop-up

de nuestro navegador.
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3.2 Configuracion servicio de acceso a Internet con NAT y
servidores internos

Para esta configuracion se deben seguir todos los pasos del apartado anterior. Tras ello se
procederd a la apertura de puertos a servidores internos con direccionamiento privado.

3.2.1 Redireccion total de puertos (DMZ Host).

Todas las conexiones entrantes se redirigiran a un equipo de la LAN. Para ello se debe
acceder a la opcion “Advanced Setup” > “NAT”>"DMZ host” del men( principal, intfroducir
la direccion IP del equipo al que queramos hacer la redireccion total de puertos en el campo
“DMZ Host IP Address” vy pulsar el boton “Apply/Save”.

Device Info NAT -- DMZ Hast

Advanced Setup

Operation Mode

WAN Service Erter the computer's IP address and click "apphy’ to activate the DMZ host,
36 Wan Service

The Broadband Router will farward IR packets From the WraM that do not belong to any of the applications configured in the Wirtu:

Clear the I address field and click 'apply' to deactivate the DMZ host,

MNAT
Yirtual Servers
ALG

¥ Enable DMZ host,
DMZ Host IP Address: 1921680 &
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3.2.2 Acceso desde Internet a servidores existentes en la red de area local.

Para poder acceder a servidores (de FTP, Web, correo, etc.) de la LAN desde Internet, es
decir, desde fuera de la red de darea local, es necesario abrir los puertos, o rangos de
puertos, adecuados en el router.

Tanto si los puertos a usar son los mismos en la parte WAN y en la LAN como si no, se usara
la opcion “Advanced Setup”>"NAT” > “Virtual Servers”.

Para iniciar la redireccion de puertos haremos click en el boton “Add” de la venta principal
de “Virtual Servers Setup”

Device Info NAT -- ¥irtual Servers Setup
Advanced Setup

ermR s Wirtual Server allows you ta direct incoming traffic from WA side (idertified by Protocel and External port) to the Internal server with private IP address on the LAM side, The Internal port is required anly if the external part

needs to be converted to a diferent port number used by the serwer on the LAN side, & maximum 32 erttries can be configured,

VAN Service
3G Wan Service Server Name [External Port Start [External Port End [Protocol [Internal Port Start [Internal Port End[Server IP Address [WAN Interface [Enable/ Disable [Remoave |
LaN
NAT

Virtual Servers Add ) | savefepply | | Remowe

En la siguiente pantalla y aunque se nos ofrece la posibilidad de usar reglas de
redireccionamiento predefinidas, lo que haremos serd definirlas nosotros mismos marcando
la opcién “Customer Server” y asignandole un nombre descriptivo. Una vez hecho esto,
especificaremos la IP del equipo de la LAN al que queremos redirigir el puerto o rango de
puertos y activaremos la regla en “Status”. Sequidamente hemos de especificar el puerto o
rango de puertos externos que queramos redirigir, el tipo de protocolo (TCP, UDP o ambos) y
el puerto o rango de puertos internos de destino. Finalmente pulsaremos el boton
“Apply/Save” para guardar los cambios.

Device Info NAT - ¥irtual Servers

Advanced Setup

Select the service name, and enter the server TP address and click "Apply/Sawe” to forward TP packets for this service to the specifid server,

NOTE: The "Internal Port End’ cannot be modified directly. Normally, it is set to the same value as "External Part End".Howaver, if you modify "Internal Port Start”, then "Internal Port End” will be set to the
WAN Service same value as "Internal Port Start”,

Layer2 Interface

3G Wan service Remaining number of entries that can be configured:32

LAN

NAT Uss Tnksrface pppoe 01 32/pppd v
Virtual Servers Service Mame:
ALG O Select 2 Service: | Select One v
SR Iy @ o Series eberer

Security Server IP Address:  [192.168.1.4

Parental Control

Quality of Service status: | Enable [%

Routing
DSL pely/Save
Pk [External Port StartfEnternal Port End|__Protocol _[internal Port Start]Internal Port End|
DNS Praxy
Print Server 4711 4711 TCP bl K2t 4711
Starage Service ToP 3
DLNA
Interface Grouping TCP v
IP Tunnel

v
Certificate TCP
Multicast TCP -
Packet Acceleration

Wireless TCP v

Voice Tor =

Diagnastics

Managenent TCP 5

TCP hd
TCP hd
TCP v
TCF v
SavefApply

Cuando hayamos pulsado el boton” Save/Apply” nos llevara a la pagina principal del mena
“NAT”> “Virtual Servers” en la que se nos mostrara un resumen del listado de puertos
redirigidos. Podemos eliminar cada regla de redireccion marcando la casilla “Remove” y
posteriormente pulsando el boton “Remove”
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Device Info NAT - Virtual Sarvers Setup
Advanced Setup
Hirtual Server allows you ba direct incoming teaffic fram WiAN side (identified by Pratacal and External port) ko the Inkernal serwer with private TP address on the LAM side, The Internal port is requived only iF the external port

e ealatetace neschs to be canverted to s different port rumber used by the server on the LA side. & maximum 32 =niries can be configured,

WAN Service

3G Wan Service [Server Name [External Port Start [External Port End [Protocol [Internal Port Start [Internal Port End [Server IP Address |[WAN Interface [Enable, Disable [Remave

::: | febserver | 4711 | 4711 | TP | 711 | 4711 | 192.168.1.4 | Ppp0 | | D |
Virtual Servers

Port Triaaering

3.3 Configuracion servicio de acceso a Internet con LAN
enrutada

Con este esquema, el router NO debe tener activado el Firewall por lo que primeramente
deberemos desactivarlo (si se lo hemos activado durante la configuracion del acceso ADSL
(directo o indirecto) correspondiente).Para ello y desde la pantalla “Advanced Setup”>"WAN
Service” editaremos la conexion que hayamos configurado inicialmente y pulsaremos el
boton “Next > “ hasta que lleguemos a la pantalla que se muestra a continuacion, alli
verificaremos que la casilla “Enable Firewall” estd desmarcada (si estd marcada, la
desmarcamos) vy finalizaremos pulsando “Next>" hasta llegar a la dltima pantalla en la que
pulsaremos “Save”

Device Info Network Address Translation Settings
Advanced Setup
Dperation Mode Metwork, Address Translation (MAT) allows you to share one ide Area Metwark(iraM] 1P address for multiple computers on your Local Area Mebwark, (LAM],
WAN Service
36 Wan Service
LAMN

IPvE Autoconfig
NAT

Security

#|  Enable MAT

Enable Fullcone MAT

Enable Firewall

Parental Control
Quality of Service 1GMP Multicast
Routing
DNS

UPnP

DNS Proxy
Print Server Back || Mext

Enable IGMP Mulbicast

Storage Service
DLNA
Interface Grouping
IP Tunnel
Certificate
Multicast
Packet Acceleration

Wireless

Diagnostics

Management

En el apartado “Advanced Setup”> “LAN” se debe marcar la casilla “Configure the second ip
address and subnet mask for LAN interface” e introducir la IP y la mascara correspondiente

a la lan enrutada que tengamos asignada. Finalizaremos la configuracion pulsando el boton
“Apply/Save”.
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Device Info
Advanced Setup
Operation Mode
WAM Service
3G Wan Service
LAMN
IPvE Autoconfig
NAT
Security
Parental Control
Quality of Service
Routing
DMS
UPnP
DNS Proxy
Print Server
Storage Service
DLNA
Interface Grouping
IP Tunnel
Certificate
Multicast
Packet Acceleration
Wireless
Diagnostics

Management

1P Addrass:
Subret Mazk:

Enable IGMP Snooping

Dizable DHCP Server

® Enable DHCP Server

Start IP Address:
End IP Address:

Prirnary DMS serwer:

Local Area Metwork (LAN]) Setup

192,168 10,1
2EE 2EE 2EE 0

192 168.0.2
192, 168.0.254
192, 168.0.1

Secondary DMS server: (00,00

Leazed Time (hour): 24

Canfigure the Broadband Router TP Address and Subnet Mask For LA interface, GraupHame | Default v

Shatic IP Lease List: (& maximunn 32 entries can be configured)

| Edit Multi L& || Edit DHCP Option || DHCP Advance setup |

MAC Address |IP Address IRemove I

|_Add Entries || Remowe Entries |

L4 Configure the second IR Addreszz and Subnet Mask for LAM interface
IP Address:
Subret Mazk:

178.60.120,9

2EE 2EC 2EE.2E2

ApplyfSave

4 Configuracion de rutas estaticas

Accedemos al equipo a través de su direccion ip. En el mena principal nos desplazamos

hasta “Advanced Setup” > “Routing” > “Static Route”:

Device Info
Layer2 Interface
WAN Service
3G Wan Service
LAN
MNAT
Sacurity
Parental Control
Duality of Service

Default Gateway

Static Route

RIP

Routing -- Static Route (A maximum 32 entries can be configured)

|IP Yersion |Dslle PrefizLength | Gateway |Inler[ace | Metric |Remove |

Pulsamos en Add para crear una regla y la configuramos de la siguiente forma:
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Device Info Routing -- Static Route Add

Advanced Setup

Layer2 Interface Erter the destination network address, subnet mazk, gateway ANDJOR availsble AN interface then click "apply /Save' ta add the entry ba the routing table,

WAN Service
3G Wan Service 1P Wersion: = -
LAMN
NAT Drestination IP address/prefis length: 192,168.3.0/24
Security Interface w
Parental Contral Gateway TP fddress: 192,168.1.11| I
Quality of Service
Retling {optional: metric number should be grester than or equal ba zera)
Default Gateway Metric:
Static Route Apply fSave

o

e Destination IP address/prefix length : escribimos la ip/red de destino
¢ Interface: seleccionamos el interfaz asociado a la Gateway de la ruta estatica
e Gateway IP Address: escribimos la ip WAN del router que no realiza nat.

Pulsamos en Save/Apply para guardar los cambios.
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